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Authentication ;�<�=�>@?�AB<�C�D�E�F�G�H�I5JK D�L�<NM 8�O�P D�Q�R�SBL�<�M�TVUXWYNZN[]\N^�_N`]acb SNd�e]fNg]h�> `]acbji f�k]l�DmNnNoNp >�qNrNs]=]t�uNvBCNw�S]<NCNx�yNWVz�Fcz `Babji J]=�{N|NSN}�GN~]���N>��N�N�NS��N�NGN�N�]f�Q]�

D�W��Bx���>��N�(zX���BD�{�|�G�����J K D�FB�BUXF�>��
y]=��c���N�]��yN� _]^ GNHBf��N�NS]w�S�J K D�SNFN�7 z�C�l��B��CB��C���W
� nN� JB=�����vBC 7�8 SN����FV�X>��������� N¡�¢�>
�]£N¤ ^�¥N¦N§ >5¨cz��N©NªNS 7N8]«�¬N]® M�¯]�ND��
�N� []\�°N± 9 Public Key Infrastructure : PKI ;�SN²³ f�´N�N�NµN¶]D�W��NyN>5d¸·�v]C 7N8N¹Nº <]z�� « \» ¥�¼�[B\�½B\ 9

SingleSign-On : SSO ;Nf�´����*w�¾�¿
f�À��BD�W
2 Á(Â(Ã(Ä(Å
2.1 Æ�Ç�È�ÉÊ \NËNÌ�_]^ «�¬N]® f�k]lND 7N8 =�>5Í _�Î > ¼N_Ï ¬ >�k]g�ÐNÑNÒ aVb GNINÓNS]w�SNJ K D�F]�]U�FNSNH
INÔNSN� 7 M�ÕNÖ P D�W�¨NS]×�J]w�Í _NÎNØN¼N_ Ï ¬ C
��>�� _]^ SN�NÙN�N{N|]M�� 7NP DNw�S]M��N� 7N8Ú9 {
| 7�8 ;ÛW�Ñ�Ò acb C���� _B^ S�Ü�Ý�SNÞ�ßBM�àVU�w�SBMá a�â�_ ¤ 7�8 <�ã�ä�W
�¸å¸S¸�¸� 7¸8 J]=æ>�Ñ ¬]ç _éè GNê¸ëíì��¸�¸�Ny¸W
Ñ ¬Bç _îè 7�8 f�=�>�ï�ð�SBgBU�C�|�ñ�G K D�W
• ò�óN¢�Ñ ¬Bç _#è 7�8ô w�õ�ö�vBC 758 ¡�¢�W�Í _5Î ID <�¨��*f�?�÷ P D
Ñ ¬]ç _#è M�ø�ùBì�ú�>�����J K D�F�û�F 7�8�P D�W

• üBýNþ \ ¤�þ ¬�ÿ \ ¬�7�8� ���¸�¸S����¸J K Dæü]ý¸þ \ ¤ Ê _éè M�� ³ z@>
¨N�]<�Ñ ¬]ç _îè M	�]f	
���y� a « Ì	� M	���Vz
� 7N8�P D�W

•

ç \N^�[ ® Ñ ¬Bç _#è 7�8� ������S�Ñ ¬Bç _#è M	��ë����BC���J������ ³ zX>����� C�D�Ñ ¬Bç _#è J 7�8 M�QVUXW
á a�âN_ ¤ 7N8 f�kN�N�]=�>��N�N���N N¡N¢NGNêNë]ì
�N�]��yNW��N�N�N�N N¡N¢]<N=�>��N ��N>��N ��]f����
C	�N � NJ K D��NGN>�ÙN��!N>��N��!]<NwNf�"$#�w�SBM� UX�� N¡�¢�J K D�W
% ¡N>��N ��]<	�N ��NJ � C�D��]M�ëN�]D�¡N¢]M����
�N�N N¡N¢]<��N��>�©�&NJ]=NL�SN¡N¢BfNgND 7N8 G�'�(
<NCNx��N�]D�WVz�Fcz�>�)N�NS�*�+]f�kN�N�N�N�N�N�� 
¡N¢NGNêNë]ì��N���]D	,]l�J]=NC���W i �NSNÑ ¬]ç _îè

7N8 Ø �N�N�N�� N¡N¢]M � ë P D�¡NGN>�-�.]C�Ò _ ¬ wK D�W
2.2 /�0�1�2�3�4�5
�N�N�N�� N¡N¢NJB=��N���]<	6�7N�]<��VU 2 ´NS � C
D��BM âBaVb <]zX��ë��BD�W
�N�N�]=	8��NSN�N�N{�|]f	9�:]ì��N>Bw]U % ¡]=�6�7
�]<]z���;�< P DNLN<�SNßN�]g]U>=�?]f	@�A]ì��BD�W��
�N�]fNgNx��N�� ��]ì��NyN� _]^ =�>�?]<NCND	6�7��NJ
zXF��� �JB� ��>j��y�6�7��*f�g�x����� B�Bì���y�� _*^
=�?�÷ P D����N��JVzXF��� �JB��C��B<��VU>C�ÔBM�D�´�W
2.3 E$F�G�H�I�J�K
L�M � _]^ f	N�O]ì���> ¼N[]\�Ø�P S�Q�R]M	SNy P w
S]M L�M ¦N§ <��cU�W�¨NS]×�J]w	CBf��N�N�N�N N¡�¢]M
ê�ëVz�yBw�SBM��B£�¤ ^�¥N¦�§ <�ã�äNW 1995

Z f	T�QBì
��yVU L�M ¦�§�W Ð 7N8�X�Y f�Z P D�ñ�[�\ 1) JB=�>��
�N�N�¸ N¡N¢NS�] ¥$^$_a` ® J K D RSA CN�NMæëN�Ny
�B£�¤ ^�¥�¦�§ f�ñ�v�b�ù�G K D�L�<�G 7 �B�X�����BD�W
ï�ðBf��B£�¤ ^�¥�¦�§ S�(��BM�c P W
1. �N��!]=	d�e á a�âN_ ¤NM	 a « Ì �cz���f ³ z�yá a�âN_ ¤�g [ ¤�h ¬ b M�>��	iNS�6�7N��JN�N ��P D�W
2. ����!B=�> �� ��VzXy á a â�_ ¤�g [ ¤�h ¬ b M��*£
¤ ^�¥�¦�§ <BzX��> á a�â�_ ¤�<��Bf��BD�W

3. ÙN��!]=��N��!NFc��S á a�âN_ ¤NM��Bf�> á a�âN_
¤�g [ ¤�h ¬ b M�f ³ P D�W

4. ÙN��!]=��N��!NSN�N�N�]M�r�jcz�>��]£N¤ ^�¥N¦N§
M	�N cz��NÙN� á a�â�_ ¤�Fc�kf ³ z�y á a�â�_ ¤
g [ ¤�h ¬ b <���� P D�W
ï i S�(N��J á a�âN_ ¤�g [ ¤�h ¬ b G %�l z��N���
��>�� _B^ G�Ü�ÝBì������BC��BL�<�> ��y�> á a�â�_ ¤�G
����!�����SBw�S�J K D�< 7�8 ì��BD�W
3 monoprqosotouwv PKI x
3.1 /�0�1�y�z�{
�N �� ¹Nº =��N�NS�|�)NÔ]<	6�}NÔ]M	~$��> 7¸8 fNw����� C ¹Nº J K D�W��N�N�N�N N¡�¢]=�¨NS]×�J]w�C]f
|�)NÔNG��N�]<�ì��N�N�]D�GN>BL�S�] ¥$^$_k` ®	� l�J
=���ë i >�à��NG K D�W
�¸�¸�¸�N ¸¡N¢ífækN�¸��6�7¸�]=�=�?]f�@�A]ìæ�]DæW
z�Fczk�NG % (��]z�y����N>�����!�GN¨NS�6�7N�]M��Në
z��NI$�NC��N��!]fNC]h P �cz�>B���]C�� °cbk� h�]]C
�NM []\ ¬ b _N¥ ì�úN����� mNn CN�NM����$�]z��czX�
Uk���NÔNG K D�W��NyN> L�M á _N¥ f	N�O P D��]£�¤ ^
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¥N¦N§ f�>��NSNÍ _�Î S]w�S]<�~]CNì��]D ¦N§ M�êNë P
DNCN��>��N�N�]M	��Õ]M�ï]x��NêNë P DNLN<Nw ��� J K
D�W�¨NSNy$��>�Ù]l�r]x�yN�N���NGNI$�NC��N��!NFc�XS
Þ�b]C��N�N�NJ K D�F]M�� 8NP D	���NG K D�WBL�SN�N�
�NS�|�)]C	9�:B<�HNINÔNSN��~]M P D�y$��f	fc���Ny��� ��G�/�0�1��
	����� PKI �5J K D�W
3.2 PKI y������

PKI S����NvBC�� � �B=�>����N�NG�I$��C�����!�S]w
SNJ K DNLN<NM	~ 8NP D��N�N� 8NO�� 9 �]£N¤ ^�¥ 8NO� ;�M�>�����!���Z�J K D 7�8��!9 Certificate Authority

: CA) G�d�Q P D�<��VU�w�S�J K D�W Fig. 1 f PKI S�ê
ë�S�(��]M�c P W

Fig.1 PKI S�ê�ëNS�(�� 9 ��ö��>��f�;

�N�N� 8NO�� =�>��c���N�Nå�yN�N�N�NSNI$��Ô]M	~ 8P DNw�SNJ K D�W5�N�N� 8NO�� ¨NS]w�SNSNI$��Ô]f�´N�
�]=�> 7N8�� S L�M ¦N§ M � x��N� 7NP D�W��N�N� 8�O� J]=�> ¦N§�� 8NO�� f��]£N¤ ^�¥N¦�§ G�N�O]ì��N�Nk
h�> ¦N§�� 8NO�� S á a�âN_ ¤�g [ ¤�h ¬ b <��]£N¤ ^¥N¦N§ M	��� P DNLN<NfNgNx�� 8NO�� SNI���Ô]M����cz
���BD�W
L�S������ 8�O�� M�ê�ëVzXy��
� b Ê ¥ f�= SSL

9
Se-

cure Sockets Layer ; Ø > S/MIME
9
Secure/Multipurpose

Internet Mail Extensions ;�C���G��
�*�X�BD�W SSL =��
�N�]fNgNx�� ¼N_�� S 7N8 M�QN�N>5¨NS� N�N�N�]fNgNx
��9�:cz�y��N�N�BM�êNëcz��N>��N� ��! M��N �� P DN<
��U â#"¸Ì _  £��#� b Ê ¥ J K DæW S/MIME = L�Má _�¥ �NS��B£�¤ ^�¥�¦�§ <��� ��BM�QVUXW
3.3 I�$�% È�É�&7N8�� =��N�N� 8NO�� S���N]fNw�> Ø =]h��N�N�N�� 
¡N¢]M�ëN�N�N�]D�W�¨NSNy$�Nf 7N8�� SN�N�N�NSNI$��Ô
MNì]��f 8NONP D����NG K D�W 7N8�� S 8NO M�QcU�y$�
S�|�ñBfN=�>�ï�ð�S 2 ´�G K D�W
1. ���N�BM�9�:VzXy 7�8�� ��i�G 8�O�� M�d�Q P D
2. ì]��f i�' S 7N8�� G�(�&cz�>�¨NS 7N8�� GN���N�8�O�� M�d�Q P D

2 S�����JBw�¨�S�d�Q�)BM+**D�<�> 1 S�¡�¢�J 8�O,� M
dNQcz�y 7N8�� G�(�& P D�WBL�S]gBU�C 7N8�� M	I�$-%
È�É�& 2) <��VU�W���.NS�Í _�Î G�/N�Bf � CND 7N8�� f0 z��N�N�]w�>5¨NS 7N8�� G$" % S ¥N_îb 7N8�� M�DN´
CB����>XÍ _�Î�1 f�w���2�Z+3�G ³�4 P D�<�ì��BD�W Fig.

2 f�c P gBU�C PKI S�5�6N²�7]f�g�x���>�8��NS�Í _NÎ1 f�kBl�D����N���� �¡�¢Bf�g�D�����G ��� <�C�D�W

Fig.2 PKI S�5�6�²�7 9 ��ö��>��f�;

3.4 PKI y�8�9
PKI M�ê�ëczXy ¼�_ Ï ¬ M+:�; P D�fN=�>���iNJ ¥N_b 7N8�� M 4 �BD�FN>Bw]z�<N= i�' S 7N8�� Fc��S 7N8
G����B<�C�D�W � !�S����5>@��ë K D=��Z�FV�XS 7�8 >?>
���]£N¤ ^�¥N¦�§ G]C��Ny$��>�']f+� ±�[�@N_îb C `]ab ç _BA JNêNëBì��]D�W�C]f�C X G�DBE	e � CN�NM�?NA
<BzX��>FD
E�J�SB��Þ�bBC 758�� M�²�G P D�<��VUXÑ ^ _\ G�8���W

PKI S�H�ø]f�=�> 7N8�� > 8NO�� _ ÿ ¤ b	_ >��N�N�8NO�� CN��S�I�´NFNSN² ³ ��JNG����]<NCND�W��N��� 8OK� Mæd¸Q P D 7¸8K� =æ> PKI
«æ¬¸í® f 1 ´K(�& P

D�WVzXFVz�>�L�Ó�MBC PKI
«�¬�B® M	��N P D�����> 8O�� SNdNQ Ø�O dNQN>� _îèk� h	] bj_BAN\ S�9�:BCN�

S�f X SNy �Nf�P�Q �Ú9 Registration Authority : RA ;
G�R��NëNÕ]ì��]D�W5�¸y�> 8NO�� � _]^�@N_ ¬ Ø�S bcz
y��N��� 8NO�� S _ ¬ b 9 Certificate Revocation List :

CRL ;5M+T�U P D _ ÿ ¤ b�_ w�ë�ÕBì��BD�W CRL f�=�6
7N�NS�($� Ø 8�O�� S�V�W�.N�]C���JN> S bcz�yN���N�8NO�� S « _ ] ¥�X  NG���Y]ì����N�]D�W��N�N� 8�O��
S�Ù���!B=�> _ ÿ ¤ b�_ f�] A�â ¬ zX� 8�O�� < CRL Sm�n M�´B����,Nú�>�¨�S�I���ÔBM+� 8�P D�W
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4 �os������rqos�� swv SSO x
SSO <�= % � SNÍ _NÎ 7�8 f�gNx���>�� � ì���y�R��
S «�¬N]® �NS�] A�â ¬ f�´��N�]w 7N8NP D ¹Nº S]LN<
J K D�W
4.1 Cookie

SSO S�ê
	�Ô�G�CBf�d
�Bì��BD���G�> Web
«�¬�B® f

kBlND 7�8 J K D�W Web = ¬N _#b þ ¬ C����
�
]M�D
��>�¨NSN¾�	]ìNfNg�x�� []\N^�_N`]aVb f�kN�N���NdNv
f�� W zXy�WVzXFVzX>�ï � S�*
�G�~�(Bì �BC���y���>	"
# ¼N_�� E�SN� _B^ f	] A�â ¬NP D�fNw�¨NS����N> 7¸8
G�����J K x�y�W
Læ�íM�����z�y¸S¸G¸> Cookie

9
HTTP Cookie ;�J K

D�W]L��]= Web
¼N_K� GNd¸Qcz@>�Í _¸Î S�� « \ f�~

(]ìæ�]D 7¸8 � _]^ J K DæW
� ±���Î = Cookie SN� _^ Mæ�NS�� _ ¤ Ø �NS Web
¼N_��¸_ �¸�]DNL¸<�J¸> �

C�D�� _ ¤ 1 JBw m�n M��NÞ P D�L�<�G�JB��D�WczXFVzX>
Cookie f¸= � C¸D è á [í\ <�SK/ p Ôí=NCK<æ>��¸y â"�Ì�_  £ i S
�
��ÔBw��B�����BD�W
4.2 OpenID

4.2.1 �
�
Cookie f�g�x���" % è á [B\+1 J�S 7�8 M��Vh! P �
��ÔB=NC�<�C�x�y�W�©�&�JB=�>
" ¼�[#b S 7�8 M�# % zX>
1 ´�S ID >�Ñ ¬Bç _îè J]gBh>8B<�S ¼�[îb ��S�] A�â ¬
G�JB��D ID #�������S�(���G�O�$VzX���BD�W
¨�SNª
%NvBC ¹�º G OpenID3) J K D�W OpenID <�=
��.¸SNÍ _NÎ f'&]�]�@�Ny 7N8 ëNS URL

� S]LN<NM'(P W Ê \ « Ì�_ � 9 Consumer ;�<�ãB� �BD OpenID ?�÷¼N[îb J % �B� » []\ z�yNÍ _NÎ S mNn =�> OpenID
7

8 ¼N_�� f	~�D]ì��N>�Í _NÎ GN�NS Ê \ « Ì�_ �]f	] Aâ ¬ z�y�)]w�> 7N8 M�QcU�LN<NC�<�¨�S ¼N_ Ï ¬ f�� »[B\ P DNL�<�G�JB��D�W
4.2.2 *
+

OpenID M�ê�ë P D�f�=�> OpenID <BzX��ë��BD URL

< Ê \ « Ì5_ �*>�¨3z@� 7*8 ¼*_K� f5?�z >5¨B��,*�
OpenID S�Ó�TBf�?�÷VzXy
-��BM�QVUk����G K D�W

OpenID <BzX��ë��BD URL f�?VzX�B=�>NL�S URL f
�N�¸y HTML

°�.�[N¥ S�/ a gNf 7¸8 ¼N_�� �NS _�\A M�0BD�W
% <link rel="openid.server"

href=" È5É
1�$
2 URL">

�NyN>�Í _NÎ G OpenID <]z��NêNëVz��N�]D URL <N=� C�D ID J 7�8 ¼�_�� f ] A�â ¬�P D����B=�> ïNð5S ^» M link
^ » S� 43�f�5�O P D�W

% <link rel="openid.delegate"

href=" 1,$
246�7
8�9
:
;4< OpenID y URL">

delegate (]ócfBg]x��]> 7]8 ¼]_B� f�] ANâ ¬BP D
OpenID <¸= � C¸D OpenID Mæ> Ê \ « Ìæ_ �íf5ø¸ùP DNLN<�GNJ]�ND�W
=]f 7N8 ¼N_�� < Ê \ « Ì�_ �NJ K

D�GN>BL��c�XS
-N�BfN= OpenID ��¢ ¼�[îb i J�:�;]ì
�����BD API >�� ± » [B\ C���G�ß
>�J�ê�ë�JB��D�W
4.2.3 ?�@46�A
B
<�C
D�y
E
F

OpenID SNÓ�TB='GBf�> Windows Vista S ID @�A��
² CardSpace <'#��]ì��N�N�]D�W��]x�� CardSpace f
?�÷VzXy ¼�_ Ï ¬ G
HBO P �B��>�¨NSJI
KBf�g�x���> %
L
Í _NÎ f�k]l�D OpenID S 7 ���Bw�M i P D�w�SB<�N]�
�X�]D�WczXFVzX>N¨BL�J OpenID ��ONG�8���S %�L Í _Î M'P�jNJ]�ND�FB=�> OpenID M�êNë P D ¼N_ Ï ¬ S ³Q�R �]f'S�( P DN<'N]�]���BD�W�©�&N> OpenID f�?N÷
zXyVtX�
T�S ¼�_ Ï ¬ =�U5uBf�VBC���W��Bx���> OpenID

M�r�jcz�y]w�S�SN>�êNë P D���WNGBC��]<��]x�y�X
NGY ���N�]D�W�Í _NÎ S�P�j]fN=��N�N>Vt���TN?N÷NS Ê \« Ì�_ �BM�H Ø ì�C�l��B��CB��C���W
z�Fcz�> OpenID fNgNx���8��NS�]�Z �N\cb M	@�A P
D�Í _NÎ�[ SNê
	NÔNG O ��F]f�M i P D�S��N¶N> ¼N_ Ï¬ [ GNÙ]lND�\�]]=	]�Z ��\cb @�ANS�^
_NG�`]D'a��B<
V]C��NW
G]f	8���SNÍ _NÎ M'P�jczX�N�]D'G�(NS ¼�_ Ï¬ f�<�x���> OpenID S
b�ùB=���� � 3BUXW
��y�>�L�S «�¬�B® f�k����B=�>�Í _�Î G�Ñ ¬Bç _#è M
øNùcz�� 7N8 M�QcU�S]= 7N8 ¼N_�� f�?cz��NJ K h�> Ê\ « Ì�_ �]= 7�8 ¼N_�� Fc� 7N8 S ³ û]M�Ù]l�rBD�>��
y]=	�N� mNn M Ø h�<]h P DNLN<NfNCND�WBgNx��N> 7N8¼N_�� S��NëB=���2NÔ]M�ïBx��NQ�,N�]C�l��]�NC]��C��
GN> OpenID S���c]f�kN�N� Ê \ « Ì�_ �]< 7N8 ¼�_��
S 1 fN=æ>
X � f�ó�d]ì��¸yN�K2$Z 3]=¸C�<æ> OpenID7N8 ¼N_�� SN��2NÔNS�e�fN��g]w+(�&cz�C��NWBL��V��S
X�-í= OpenID S â#"¸Ì _  £ i S¸à��í<íz@��(�híì
�N�N�]D�W
-�)N>�©�& Ê \ « Ì�_ �]<]z���(�& P D�S]=i Ì�_ ¬ ¼�[#b Ø �
� » C���S ±�[#b C ¼�_ Ï ¬ G�8B<�>j òNC â
"NÌ�_  £�M	���]< P D��
kNJB= OpenID =�ê
ëBì������BC��NW
t �*S ¼*_ Ï ¬ f5k*�*� OpenID G�� W P D5F(=5>

OpenID S��]�ND âB"�Ì$_  £�à��NGB�NL��NJNÜ�l]ì��
D�F]f'S]D�<'N]�]���BD�W Microsoft

Ø
AOL

9
America

Online ; > Verisign CN��G OpenID �NS ¼ ÿ _îb M'% O
z��Nkch�>
m� NS��Nd]<�LNÓ�M]C��
�'n _ «po \'q �NG
V
rBì��BD�W
s�t�u�v
1) wyx{z}|}~}��������� : ���}�!�{�����{���!�����������!�����} ¡}¢}£ ��¤{¥{¦

http://www.jipdec.jp/esac/promotion/pdf/18 01.pdf

2) ���}��§�¨ª©«�{�{¬
http://www.atmarkit.co.jp/fnetwork/rensai/pki02/pki01.html

3) OpenID.ne.jp

http://www.openid.ne.jp/

4) OpenID

http://openid.net/
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